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NMopTtdonuo Uptime Institute
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= Management
= Operations
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Data Center Risk Reliability & Impact
Assessment Analysis (RIMA)
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Sustainability Strategy Gap
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Accredited Sustainability
Advisor course

SCIRA-FSI for financial
sector
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DCIM Consulting




CyLlecTByeT nu
cTaHOapTHOE
obnako?
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CywecTtByeT Nu ctaHgapTHOe 00nako?

F'OCT ISO/IEC 17788-2016 «UHhopmaLunoHHbIe TexHonornu. ObnavyHble BbIYNCNEHUS.

OOLwKMe NoNoXeHna N TePMUHOSIOrUA»
[lata BBegeHuns 2017.01.11
B ocHoBse - ISO/IEC 17788-2014 Information technology — Cloud computing — Overview and vocabulary

OpurnHanesHbIN cTaHA4apPT yCTapen n 3aMeHeH Ha
ISO/IEC 22123-1:2023 Information technology — Cloud computing Part 1: Vocabulary
ISO/IEC 22123-2:2023 Information technology — Cloud computing Part 2: Concepts

FOCT P UICO/MIK 17789 UHcpopmaumnoHHbIe TexHonornu. ObnavyHbie BbIYNCITIEHUS.

JTarioHHaaA apXUTEKTypa — ocTarncs B NpoekTe

B ocHoBe - ISO/IEC 17789:2014 Information Technology — Cloud Computing — Reference Architecture,
YcTtapen n 3aMmeHeH Ha

ISO/IEC 22123-3:2023 Information technology — Cloud computing Part 3: Reference architecture
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CywecTtByeT Nu ctaHgapTHOe 00nako?

FTOCT P UICO/M3IK 17826-2015 UHdopmaLumoHHble TexHonoruun. Uutepcpenc

ynpasrieHus obnavyHbimun paHHbimu (CDMI)

[laTa BBegeHuna 2016-06-01
NoeHTnyeH ISO/IEC 17826:2012 Information technology - Cloud Data Management Interface

(CDMI)

FTOCT P MICO/M3K 19941-2021
UHdopmaumnoHHbIe TexHonorun. O6nayHble BbluncrneHusi. UHTteponepabenbHOCTbL M NepeHOoCH

[lata BBegeHunsa 2022.01.01
B ocHoBe - ISO/IEC 19941:2017 Information technology — Cloud computing — Interoperability and portability
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CywecTtByeT Nu ctaHgapTHOe 00nako?

FTOCT P UICO/M3K 19086-1-2019 UHchbopmaLUOHHbIe TexHonorun. Obna4vHoie
BbluncrieHus. CTpyktypa cornawueHust o6 yposHe oocnyxuBaHus (SLA). HYactb 1.

OG30p U KOHUenuuun
ISO/IEC 19086-1:2016 Information technology — Cloud computing — Service level agreement
(SLA) framework Part 1. Overview and concepts

FTOCT P UCO/MIK 19086-4-2020 UHdpopmaunoHHble TexHornorun. OOGnayHble
BbluncrneHus. CTpyKkTypa cornaweHusa o6 ypoBHe oocnyxuBaHua (SLA). HacTb 4.
KoMnoHeHTbl WMH(OpMaUMOHHOM 6e30nacHOCTU U 3alWUTbl MNepPCOHaNbHbIX

AAHHbIX

[lata BBegeHua 2021-06-01

NoeHTnyeH ISO/IEC 19086-4:2019 "Cloud computing - Service level agreement (SLA)
framework - Part 4. Components of security and of protection of PII", IDT
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CywecTtByeT Nu ctaHgapTHOe 00nako?

FOCT P 70288-2022 UHcpopmaumoHHble TexHornorum (UT). ObnayvyHble BbIYUCIIEHUS.

PykoBoAacCcTBO No OpMUPOBAHUIO NOSTUTUKM.

[lata BBegeHunsa 2023-03-30

Paspabotan OO0 UNABLL, CI1 PAH c y4eTomM oCHOBHbIX HoOpMaTuBHbIX nonoxeHun ISO/IEC TR
22678:2019 "Information technology - Cloud computing - Guidance for policy development”, NEQ

FOCT P 70289-2022 UHcbopMmauMOHHBbIe TexHorornu. ObnayHble BbIYUCIIEHUS.
OcobeHHOCTN 0OpPabOTKM pa3NMYHbIX KaTeropmm AaHHbIX B 00NIa4YHbIX Cryob6ax

[lata BBegeHunsa 2023-03-30
Paspabotan OO0 UABLL n CI1 PAH ¢ y4eToM OCHOBHbLIX HOpMaTMBHbLIX nonoxeHun ISO/IEC
22624:2020 "Information technology - Cloud computing — Taxonomy Based Data Handling for Cloud

Services", NEQ

FOCT P 70860-2023 UHcpopmaumoHHble TexHornorum (UT). ObnayHble BbIYNCIIEHUS.

O6Lwme TexHONOrMN N MeToAbI

[ata gpencteusa c: 30.01.2024

Paspabotan OO0 UNABLL, NCIT PAH Ha ocHoBe — ISO/IEC TS 23167:2020 Information technology —
Iplmmeutlng — Common technologies and techniques

-
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CywecTtByeT Nu ctaHgapTHOe 00nako?

FTOCT P UICO/M3IK 27017-2021 UHdopmaumoHHbIe TexHonoruu. Metoabl u cpeacTBa
obecnevyeHuns 6esonacHocTun. lNMpaBuna npumeHeHUsa mep obecnevyeHnsa NHpopMaLMOHHOMN
6e3onacHocTu Ha ocHoBe NCO/M3K 27002 npu ucnosnib3oBaHMN O0ONaYHbIX CNYyX6

[lata BBegeHuns 2021-11-30
noeHtuyeH ISO/IEC 27017:2015 Information technology - Security techniques - Code of practice for information
security controls based on ISO/IEC 27002 for cloud services, IDT

FOCT P UMCO/M3IK 27018-2020 UHcpopmauuoHHble TexHonornn. Metoabl u cpeacrsa
obecneyeHna 6esonacHocTu. CBoAa npaBus No 3awuTe nepcoHanbHbIX AaHHbIX (MOH) B

Ny6runyHbIX obnakax, ncnonb3yeMbIX A UX 00pabdboTKu

[ata BBegeHuns 2021-06-01

NoeHTnueH ISO/IEC 27018:2019 Information technology - Security techniques - Code of practice for
protection of personally identifiable information (PIl) in public clouds acting as PIl processors

-

-~

uptime



CywecTtByeT Nu ctaHgapTHOe 00nako?

FOCT P UICO/M3IK 27036-4-2020 UHchopmaumoHHblIe TexHonorun. Metoabl u cpeacrsea
obecne4vyeHusa 6esonacHoctTn. UHchopmaumMoHHana 6e30nNacHOCTL BO B3aMMOOTHOLLUEHUSAX C
noctaswukamu. Yactob 4. PekomeHaauum no obecnevyeHuo 6e3onacHoOCTy obnavYHbIX
ycnyr

[lata BBegeHunsa 2021-06-01

NoeHTnueH ISO/IEC 27036-4:2016 Information technology - Security techniques - Information security for

supplier relationships - Part 4. Guidelines for security of cloud services, IDT
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Kyoa agBmxeTcs
06navHbIN PPOHT?
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LLIOblI HeyaepXUMO pacTyT, 1 obrnaka Bcrniea 3a
HUMMW

In terms of overall megawatts, how would you describe the capacity of your data centers? |s overall
capacity growing, flat or shrinking?

B Growing

M Flat ENTERPRISE
(h=278)

COLOCATION

(n=95)

SN0NAIng

uptlme UPTIME INSTITUTE DATA CENTER CAPACITY TRENDS SURVEY 2022
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OpHako HabnwaaeTcsa U ABUNXeHue U3
o0OnakoB

In the past 12 months, has your organization moved (i.e., permanently terminated) any of its production
applications from a public cloud provider to a colocation facility or to your own data center(s)? (n=164)

Yes (to our own
data center/s)

No

|y Yes (to a
8% |

colocation

£ il Y
raciuty)
J

Y 2

=~ - : 1/’//
u pﬁ!ﬂ% ("Don't know" responses are not included. all figures rounded) ///r/
/// _ /



OpHako HabnwaaeTcsa U ABUNXeHue U3
o0OnakoB

Which statement best describes the overall impact to your organization of moving applications from public
cloud? (n=39)

88%

No significant
reduction in cloud use

|
Significant reduction or

abandonment of cloud

uptime 77,



OpHako HabnwaaeTcsa U ABUNXeHue U3
o0OnakoB

Which statement best describes the overall impact to your organization of moving applications
from public cloud? (n=43) °

.
12

It has somewhat
reduced our level of
public cloud usage

It has increased our level
of public cloud usage

There has been no
change in our level of

public cloud usage We are no longer

using public cleud
gaificantly //
uptime 6d ouflevet
pINSTITUTE blr ’lf“a |';1(/

(‘Don't know" responses are not included:; all figures rounded) ’
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KakoBbl NpensaTCTBUA
Onga pocTta u
NPUYNHBLI yXoaa U3
obnakoB?
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1. HepgocTaTo4yHOE reorpadpuyeckoe
NOoKpbITUE

If your primary cloud provider does not have the geographic coverage that your organization requires in a
specific country / area, what approach does your organization take? (n=65)

HEEEEPREEERE
We use our own data center(s) . . . . 44%

We use a colocation facility that provides . . .
coverage in that country / area . . -

We use an alternative cloud provider that - . -
uptlme provides coverage in that country / area
INSTITUTE




2. BbICTPbIN POCT CTOMMOCTU YCNYTI

Which of the following best describes your organization’s reason for moving applications
from public cloud? (n=43) ©

42%
Cloud spending was
greater than expected

(Y|
LJ

Performance was
not as expected

- B

Other

We experienced a

0 |
0% data security breach
Developing / supporting
cloud applications was more
challenging than expected
We did not experience
a data security breach, :
: A change In legislation./ //

but we now believe i = Dlieloud
public cloud is insecure b gt == :-"L""“/CBUE' /

uptlme napproprigte ’fE_r_;cJur ;a_pa'l’{:)t_lnr*f;/



3. HeaganTMpoBaHHOCTb NPUIOXEeHUN

Which of the following best describes your organization’s reason for moving applications from
public cloud? (n=43)

. Cloud spending was greater than expected

Developing / supporting cloud applications
was more challenging than expected

A change in legislation / compliance made
public cloud inappropriate for our applications

We did not experience a data security breach
but now believe public cloud is insecure

Performance was not as expected

Other

U ptlme (Only responses from enterprise owners / operators are included.)
INSTITUTE (All figures rounded.)



3. HeaganTMpoBaHHOCTb NPUIOXEeHUN

Thinking about production applications that were moved from public cloud by your organization, were they
primarily new applications developed for the cloud or existing applications? (n=39)

2%
B Existing applications [ New applications [ New applications | Existing applications
migrated to developed for a developed for developed for our
public cloud hybrid environment public cloud own data center(s)

uptime — A i _
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4. HapeXXHOCTb UH(PPACTPYKTYpPbI
npoBavnaepa

Public cloud is resilient
enough to run all of our
mission-critical workloads

Public cloud is NOT resilient
enough to run any of our

mission-critical workloads Public cloud is resilient

— enough to run most of our
mission-critical workloads

Public cloud is resilient enough
to run only some of our
upt|me mission-critical workloads

INSTITUTE



4. HapeXXHOCTb MHMPPACTPYKTYPbLI
npoBaugepa

Has your organization experienced a major outage(s) caused by a problem with a third-party
IT provider over the past three years (n=186)? If so, what are their most common causes?

Choose no more than three (n=78)

Software or 65%
configuration error

Networking / 0
connectivity issues 3%

Mechanical or o
electrical failure 23%

Overload / congestion
[/ capacity issues

Malicious cyber-attack
uptime
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5. BO3MOXHOCTU MacwuTabnpoBaHnAa pecypcoB
npoBangepom

Has your primary cloud provider ever failed to provide resources when requested by your organization? (n=126)

31% 69%

YES NO

(Responses for "Don’t know" are not included.)
(Only responses from enterprise owner / operators are included.)

uptime
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6. N"HpbopmaLMoHHaA 6e3onacHOCTb

What are the main reasons you do not place mission-critical workloads into public
clouds? Choose no more than three.

Financial (n=21) Other industries (n=215)

71% Regulation and 17%
compliance concerns

62% Data security 63%

concerns

Data center architecture 19%
/ resiliency concerns

43%

38% Data center operations 17%
concerns

///-
Cﬂrpﬂl‘atE. financial, or y S / /
uptlme 33% legal stability of cloud 12% - L
Wy e providers concerns / / /r/



6. N"HpbopmaLMoHHaA 6e3onacHOCTb

Over the past three years, which of the following have been the most common causes (if any) of data center
cybersecurity issues / problems that have affected your organization? Choose no more than three. (n=273)

30% IT vulnerability and patch management issues

25% Network configuration issues

36% 64%

25% IT configuration issues

Have not Have had

had any cybersecurity

cybersecurity issues 19% Third-party IT service-related issues
issues (e.g., public cloud, software as a service)

14% Cybersecurity incident handling procedure issues //

Uptlme 12% Physical access issues /
INSTITUTE = e :
P AW



6. N"HpbopmaLMoHHaA 6e3onacHOCTb

What are your organization’s top concerns in terms of cybersecurity? Choose no more than three. (n=273)

Confidentiality of
customer data

Maintaining
availability
Loss or
corruption
of data . .
Ransomware Protecting Meeting Theft of

Image /  compliance jntellectual
reputation  mandates property /

trade secrets

26% Monetary

damages

Dther

uptime /
i 7
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CrowdStrike / Microsoft

mob6anbHbIN oTka3 OC Microsoft

2 MHUMAeHTa B O4HOM COObITUM:
Owunoku B ooHoBneHuu NO CrowdStrike n oTkas 30HbI
poctynHoctu Microsoft Azure B CLUA

BoccTaHOBneHue 3aHANO OKOSI0O Heaenu

CoBoKynHble notepu — 10-15 mnpa ponnapos, noTepu Ans
komnaHuu Fortune-500 — 5.4 mnpa ponnapos

KTO BUHOBAT U YTO OEJIATB???

=

uptime = //1);
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HeKkoTopble BbIBOAbI U3 CUTyaLuuun

1.

6.

uptime 7.
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BuHa CrowdStrike oueBnaHa, ogHaKko KIMMUEHTbl MAacCOBO
NpourHopmpoBanun TeCcTMpoBaHne oOHOBIEHUA rnepeq 3arnyckom B
npoaaKLUH

. HeocmoTputenbHo nonaratbCsi Ha aBTOPUTET NpoBanaepa, Aaxe ecrnu

39TO KOMNaHnA ¢ MUPOBbIM MMEHEM

. OueHnBanTe CTpoeHme Ballen apxXuTekTypobl. Micnonb3ynte pasHbix

npoBanaepos, aenante 63kanbl B pa3Hbix AZ
[TOMHMTE, YTO caMble YacTble NPUYNHBI OTKA30B CEPBMCOB — MO BUHE
OLIMBOOK codpTa U KOHPUrypnupoBaHUS

. Npousowenwnm crnyyam cBogmUTCAa He TOSbKO K owmnbkam B 10O, HO 1 K

4yerioBe4yecknm owmnbkam, yrnpaBrneH4Yeckum npocyeTam n npobenam B
npoueccax ynpasneHus puckamm

Jllobas HeraTuBHasa cuTyaumns Henpeackasyema. Hem nydyiie Bbl &
OLleHMBaeTe PUCKM N TOTOBUTECH K HUM, Te bornee Bbl 3aLNLLEHbI ,/
DanbHeliee aBmxeHne B obnaka byaeT HOCUTb XxapakTep. bonee

TLWaTEeNbHOW OLEHKM NpoBangepa n bonee cTporo NPoOBERKN /r/
hf\Rf\'l'f\f\l-lt\hf\Rl 1A NLN"I1A /N1 A7SN"T/AN\ A I\I\I\RI\I 11 1\ mihr\;nn/r/\z;i’fi / /




UT-00LWwecTBEHHOCTb ULLET HOBbIE peLleHns

Fme Network Resources Intelligence Notes Events ™ Discussions  Members l
Discussions in Data Center Formats, Public Cloud Services ¢  Other Discussions

@ Follow Question Should data centers be clas

MNational Infrastructure?

Moves To and From "External” Cloud :
Currently looking for vendor

Who has migrated your systems to and external cloud supplier and then moved them back in- center asset disposal and ol
house?

Has anyone tried to use AR

7 ity? ? - 7
If you have moved them back, what were the reasons? Security? Cost? Something else? glasses for remote support}

Can you share any specific reasons such as whether the "fee” increased significantly after the
contract was signed, whether leadership discovered that we were no longer the sole owner of Tridium Niagara as a DCIM !
the data, etc.? A ;

Looking for best practieés fi f
All Inside Track Members ' dlsposal acfoss data crﬂe

u pt I me Data Center Formats  Public Cloud Services e | y /
INSTITUTE
/ /LMS /I,a/
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JanbHeuwune pekomeHgaumm Ansa KNUMEeHTOB

1. Obnaka 6yayT pactu. PuUckm otkasoB — ToXe. TuartenbHO noaxoguTe K
OLEHKe BalLUMUX PUCKOB U METOAAM NX MUHUMU3AL UM,

2. [NloMHMTE, KTO 3a 4YTO OoTBevaEeT. [lpoBangep orBeYvaeT 3a HEMPEPbLIBHOCTb
CepBuNCOB Ha cBoen base, KNMUEHT — 3a YCTONYMBOCTL CBOEMN
NHPPaCTPYKTYPHI.

3. YuntblBanTe, YTO NpoBanaep ycnyr npeanaraeTr cbanaHcupoBaHHOE
coyeTaHme PyHKUMOHaNbHOCTU, LEHbI U NPOU3BOAUTESNIBHOCTU. OTO HE
BCerga BbiCoOYanLwnnM YpoBEHb 3a bonbLUMe OEHbIN.

4. INpn murpaymmn oueHneanTe BO3MOXHOCTU BaLLMX NPUNOXEHUN.
TecTunpymnte, nposepanTe, cpaBHMUBauUTe.

5. o BO3MOXHOCTW HE nonaranmTtecb Ha OQHOro npoBangepa. ATo HE
3HAYUT, YTO OH MJIOX — ATO MPOCTO CHWXKAET BALUMN PUCKU

6. byabTe NpoakTVBHbI, y4MTECH, ODOLANTECh, NPUMEHANTE 3HaHNA Ha /

uptime npaktuke

INSTITUTE




uptime

INSTITUTE

Konstantin Ko

Director, Business De
+7 916 642 6603
kkorolev@uptimeinstitute.com
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