OAMH 3A BCEX
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BCE 3A OAHOIO

MYAbTUADYHKLIMOHOABHbBIE PELLEHNI B OAHOM MAATAOOPME

3aMeCTuUTEslb reHepasribHoro AnpeKkTopa no nNpoeKkTam



PazpaboTka nporpamMMHoOro obecnevyeHus AAS
CUCTEM CABTOMATM3AUMM U AMCNETYEPUIALINM,
ero npoaAoxa wu conposoxaeHue: SCADA-
cuctemnl, SoftLogic-cuctembl, OPC-cepBepbl,
OOAQYHbIE CEPBMCHI U AP.

MocTaBkn OOGOPYAOBAHUA AAF MPOMBILLAEHHOM
OBTOMQATM3ALMU. TPOMBILLAEHHbIE KOMIbIOTEPI,
[MAK, cumCTeEMbl  PACMNPEAEAEHHOIO  CcOopAa
AQHHbIX, peryadaropsl, cpeactsa HMI, KUTTUA v np.

UHXXMHUPUHIOBbIE YCAYTU: BbIMOAHEHME MPOEKTOB
OBTOMAOTM3ALMM U AUCTIETHEPUIALMM MOA KAIOY,
COMPOBOXAEHME MNPOEKTOB KAMEHTOB WMHCAT,
MHXXEHEPHOE COMPOBOXAEHME PA3PAbOTKM 10O



LO/L - 3To npon3BoACTBEHHOE NpeanpuaTne

0 OCcHOBHOM TEXHOMNOIMYECKNIM NPOLLECC: MPOM3BOACTBO
NHpopMaLnu

 BcnomoraTesibHble TEXHONOrM4yeckme rnpoLueccsl:
obecneyveHne pyHKLMOHNPOBaHNSA N obecneveHne
B6esonacHocTn.




TexHonornyeckue npoueccol LIO

0 Ob6uwee anekTpocHabxeHne

O MNapaHTMpoBaHHOE 3NeKTpPOCHabXeHMe

U PacnpegeneHmne anekTposaHeprum
0 becnepebonHoe anekTpocHabxeHne
U KoHTponb napameTpos cpeabl
0 KoHauunoHupoBaHme
L XonopocHabxxeHne
0 ObweobmeHHasa BEHTUNALMUA
| O Yyert pecypcos
‘ r O AYITIT

=== 0 ckyQ




3a4yeM HY>KEH MOHUTOPUHI?

Y6eauTbCsl, 4TO BCe cucTtembl paboTatoT.
Y6eauTb noboro, 4To BCE CUCTEMbI paboTanu.
TO4YHO N onepaTUBHO NoKasaTb, YTO He paboTano.



CKOJIbKO HY>KHO CUCTEM MOHUTOPUHra?



[MoTpebHoCcTH

LINTb KOHKPETHbIEe TEXHOJIOrMYecKkme 3agaym
IeHbLUNTb 3aTpaTtbl HA BHEAPEHUE
N CONPOBOXOEHME.

bibpaTb nnaTtgopmy, OxXBaTbiBaKOWY BCe Heobxoaumble QYHKUMM (Kak
IALIHMEe, Tak W 3aBTpallHME), BeCb Crnektp obopyaoBaHna (He TONbKO
nncsa cerogHs)? Kakaa nnatgopma He n3bblTOYHA Ha HavarnbHOM 3Tane, HO
)Ha pacTu BMecTe C noTpebHocTamn? MOXHO nn caoenaTb CUCTEMY, He
OLLYKD MOCTOAHHOro oOpalleHna K paspabotumky ©Oasosoro [10 gng



PyHKUUK nHxeHepHoro obecnevenusa IO

HapexHoe nutaHue

[OCTYNHOCTb TEXHONOrMYeCcKoro obopygoBaHuUs
OHeProadPEKTNBHOCTb

BMS

[loKymMeHTnpoBaHue

AHanus

Pa3bop nHUMaeHToB

Hoctyn 4yepe3 Web

LocTyn ¢ MOBUIbHBIX YCTPONCTB



Heobxoaumble kayecTBa

Heobxoaumoe cBoucTBo nnatpopmbl
OTcyTCcTBME  AOMONAHUTENbHbIX (HEe  CTAaHAAPTHBbIX,
nponpueTapHbIx) ycTponcTe cbopa AaHHbIX

MCTEeMbl MOHUTOPWUHTA
)CTb cbopa (aKTUYECKUX p[AaHHbIX C
[PUHMMATb peLleHUA MOXKHO TO/NIbKO Ha
CTOBEpPHDbIX M ONepaTUBHbIX AaHHbIX

HMe 6e3 yyactMa  paspabotumKa

OTKpbITbIN API

HME K PpasHbiM YCTPOMCTBAM pasHbIX
aTenen 6e3 nporpammumcra

Hanwnuune gpansepos ycTpoucTs

MNoppep»Ka CTaHAAPTHbLIX NPOTOKON0B

Hanunuume sctpoeHHoro OPC KaneHTa
Bo3mokHOCTb onpoca 6e3 HanucaHua gpaneepa
NMoaopeprKa npombiwneHHbix CYB/],

 XpaHEeHUe n 6bICTpOE yTeHue AaHHbIX
2CKne BO3MOXKHOCTU

Co3paHue otyeToB

OTpuncoBKa TpeHa0B

MNoaaepka pannosoro obmeHa
BO3MOXHOCTb BM3ya/ibHOrO NpeacTaBAeHns

uma

MNpeaHacTpoeHHoe  (roToBoe) pelweHne  (ToNbKO

~

OHPUTypUpoBaHUA

KasaTb afipeca ycTpo
BO3MOXHOCTb  M3MEHEHWA  FOTOBOMO  pPelleHUs
(HacTpoWKa «nopa, cebsa», «Noa, 3aKOHOA4ATENLCTBOY)

OCTb




BaHTUKKn

MCTEeMbl MOHUTOPUHTA Heobxoaumoe cBoiicTso naatpopmbl
IHbiA Aau3anH (KopnopaTuUBHbIN | BCTpoEeHHbIM rpaduyeckuin peaaktop

a Ha «He Windows» OC

KpoccnnatdopmeHHas cpega UCnoNHeHNs
aHOapTos obme
Moanepskka NPOTOKONOB 06MeHa

[

10CTb ucnonb3osaHusd lloT

2/1IeHHOCTb HeckonbKo cepBepoB Onpoca, apxms Ha APYyrom

cepsepe u T.n.
Tyn ecTb
BelleHne ecTb
A e-mail I ecTb
KaA noaaepxka J1OCTYyNHOCTb
[NOHATHOCTb

CtonmocTb




BoamoxHoctn MasterSCADA

ApXxmBupoBaHME JaHHbIX Ha MPON3BOSbHYIO rMyouHy B nobyto CYB[
O6paboTka gaHHbIX NOOON CIIOXHOCTU

[MpencraBneHne gaHHbIX B BUAE AMHAMU3NPOBAHHbLIX MHEMOCXEM
[MpeacraBneHne gaHHbIX B BUae rpadoukoB C aHanmMTUKON
YBegomneHne onepaTtopoB O COBbITUAX

BeneHwue xxypHanoB cobbIiTuK, COOOLLEHNN, LENCTBUN
[Mepnognyeckoe n cobbITUMHOE (POPMUPOBAHNE OTHETOB

[ocTyn K nHpopmaumm ¢ MOBUIbHLIX YCTponcTB (4D)

Jlrobon OOKYMEHT 1 napameTp AOCTYMHbI BO BCEN CUCTEME
O6WwmnpHble BMBNNOTEKM FrOTOBLIX OOBLEKTOB A5 pa3HbIX OTpacnemn
OTKPLITOCTb AN CTbIKOBKN CO CTOPOHHUM 10O Ha BCex ypOBHAX
PasHoobpasHble AP| ana pacumpeHns yHKUum

BO3MOXXHOCTb CONPOBOXAEHUS NPOEKTOB HE €ro aBTOPaMu
BCTpOEHHLIN reHepaTop OTYETOB
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Kak Mmbl nogkntoyaem obopyaosaHue
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Kak Mmbl nogkntoyaem obopyaosaHue

v Jltobon nponssoauTenb
v JTtobaa nuHua cBasu

v be3 pgononHuTenbHbIX (HEecTaHOapTHbIX
NI NPOMNPUETApPHbIX) YCTPOWCTB

v’ EanHoobpasHo



Kak opraHusoBaTtb onpoc obopyaoBaHna?



KoMMyHuKauun

ORACLE
PostgreSQl_
—/w'E - wrarm MHS(:IRL

w0 BAChef




K nogkntountb obopyaoanne K MasterSCADA?

l i v | | Otmemwre | | Crpasea




BCTpOeHHbIN reHepaTop OT4YETOB



[pumepbl peann3oBaHHbIX CUCTEM —



[pumepbl peann3oBaHHbIX CUCTEM

BaHWEM CucreMa Cnpaeka MNC 220 kB lNopogeukan

08-02-2017 1 56
5 ObsopHas cxema OPY 220kB OPY 110kB : DnarHoctika ACY P— T [ CyToukas Oruey TrermE
M CTPA 5
A,ElMMHH\_TLaT:)D 3PV 10kB PY CH 10kB } ] : JMarHoCTHKa P3A colLITHiA BEA0MOCTE
AfMUHMCTPaTOp

MapuwpyTuzatop MapuwpyTuzarop APM nibKeHepa APM MHXEH
(ocHoBHOW) (pe3epeHkIt) APM O ocHOBHOR APM O pezepBHbIi ACY P3A APM ACY (nepeHocHoi)

Dctosor ESSche - - - - - - - -

Mpuntep A3 MpuHTep Ad

GPS-cepsep OCHOBHOM

OcH. cepeep Paz. cepaep
ACY TN ACY TN

Wkad N2 16 Wkat 3PY 10 kB

3A

TepraHans! P3A
TeomrHane P3A
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TepmiHans! P
SA

TeoMuHank! P

3A

TeprHans P.
TepmmHans! P3

TepmMrHans! P3A

YcnoBHele 0603HaqYeHHA:

TH4eckne kab
cyTBHe cBsan
I Hop




[Mpmepbl peann3oBaHHbIX CUCTEM
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[pumepbl MHEMocxeM 06opyaoBaHUs



[Mpmepbl peann3oBaHHbIX CUCTEM

I Ny Ny I N WO WOy W

KoHanumoHupoBaHue
OneKkTpocHabxeHue
OONBIT

BeHTunayua
OcselleHne

NTT

Y4eT anekTpoaHeprum
YdeT Tenna



[Mpmepbl peann3oBaHHbIX CUCTEM

J KoHauunoHupoBaHue
 3OnekTpocHabxeHne
d XonopocHabxeHune
L Yyet anekTposHeprum



AHann3 adp@PeKTUBHOCTHU, Yrpo3 U NHLUUOEHTOB

Perucrpauusi KpaTKkoBPEMEHHbIX
NpoBanoB HaNPsKEHUS

PacyeT n HenpepbIBHOE OTODpaXkeHue
PUE



AHann3 adp@PeKTUBHOCTHU, Yrpo3 U NHLUUOEHTOB

ABTO3aBoackas, 12

MMO UY NMNAO "MO3K"

KpuTHyecknx asapvin

MpeaynpexxaeHun

OTCyTCTBYET NUTaHue

HeT cBA3MK

_EHEEE

MHemocxema



Cpepna paspabotku MasterSCADA 4D

a3paboTKa NPOEeKTOB B eAMNHON cpeae
ObEKTHbIN NOAXOA K MPOEKTUPOBAHMUIO
oanepxka scex s13oikoB MOK 61131-3
DOCCnNaTgPopMEHHOCTb

D3MOXXHOCTb MUrpauum dyHKLMOHaNa

OMeH JaHHbIMU MeXAY y3namMmn cUCTEMbI
) OPC UA

OMeH gaHHbiMu no MQTT
HanuUTUYECKUE TPEHObI
oaaepxka craHgapta HTML 5
SKTOPHaA rpadpuka
YCCKOSA3bIYHAA TEX. Noaaepxka

1 Tl‘ [WTN  al

O3MOXHOCT MHTETPalin



byayuiee 3a OTKPbITOCTbIO U TMOKOCTLIO

XHOCTb WCMOJSIb30BaHUSA B
X OA4HOro npoekTa
OOBaHuA, paboTatoLlero
ynpasrneHnem pasfmnyHbIX
ILIMOHHbLIX CUCTEM, pasHble
| epefayun gaHHbIX Mexay
17 CUCTEMDI - oT
[0BaTelNbHbLIX MOPTOB W
> 0O BbICOKOCKOPOCTHbIX
€CKUX NIUHUN U UHTEpPHeTAa.

WHTEPHET KAMEHTBI
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CepBep 0CHOBHOM




www.insat.ru WWW.0pPC-server.com

CMNACUMBO 3A BHUMAHNE!



